Windows 11 Home Lab - Installation,
Configuration and Troubleshooting Lab
Guide

Lab Overview

This lab demonstrates how to install Windows 11 and perform post-installation
configuration in a home lab environment, as well as practice common troubleshooting
techniques.

Lab Requirements

Hardware:

e VirtualBox

e 2vCPUs

e 8 GBRAM Recommended

e 40 GB Virtual Disk

e TPM Support Enabled (Required for Windows 11)

Software & Tools

e Windows 11 ISO (from Microsoft)
e Internet connection

e Windows Event Viewer

e Device Manager

e Command Prompt/Powershell



1. Environment Preparation

The first step was to download the Windows 11 ISO file from Microsoft’s Windows 11

download page

< O | A https://www.microsoft.com/en-gb/software-download/windows11

Download Windows 11 Disk Image (ISO) for x64 devices

This option is for users that want to create a bootable installation media (USB flash drive, DVD) or create a
virtual machine (.ISO file) to install Windows 11. This download is a multi-edition 1SO which uses your

product key to unlock the correct edition.

Windows 11 ISOs for Arm64 devices are available here.

Windows 11 (multi-edition 1SO for x64 devices)VI

> Before you begin downloading an ISO

Download Now

The next step was to create a virtual machine for the Windows 11 home lab using Oracle’s
VirtualBox. The Windows 11 ISO file that was downloaded in the previous step has been

included in the VM setup.

Y5 New Virtual Machine = O X
. Virtual machine name and operating system
VM Name  Windows-11 v
VM Folder C\Users\mirza\VirtualBox VMs R
ISO Image  [2] CA\Users\mirza\Downloads\Win11 25H2_Englishinternational_x64.iso &~
OS Edition  Windows 11 Home (10.0.26200.6584 / x64 / en-GB) ~
0OS  Microsoft Windows v el ]
Wiy
0S Distribution ~
N

OS Version Windows 11 (64-bit)

D Proceed with Unattended Installation

% Set up unattended guest OS installation
> Specify virtual hardware

% Specify virtual hard disk



In addition to this, the UEFI and Secure Boot features have been enabled and includes
TPMversion 2.0. This is a crucial requirement for running a Windows 11 operating system
in a virtual environment.

220 Windows 11 - Settings _ ] %
B General Motherboard Pracessor Acceleration
m Base Memory |\||||||T||||||||\|\||\|\||||||| 4096 MB el
4 MB 16384 MB
. iy Boot Device Order (BiGS oily) Hard Disk
m Storage Optical
Ficppy
(/_] Audio @ ! Netwoik
Chipset PIIX3~
-ﬂr Network s
N TPM Version 20 v
Q Serial Ports Pointing Device USB Tablet ~
([ usB Features (@@ 1/0 APIC
Hardware Clock in UTC
Shared Folders .
&g UEFI
E1 | User Interface Secure Boot

Cancel Help

2. Windows 11 Installation

Once the lab environment was set up and the virtual machine was created, the step was
to startthe Windows 11 VM and perform the clean installation. The first step was to select
the language settings for the installation.

Eial

"4 Windows 11 Setup

Select language settings

Language to install English (United Kingdom)

Time and currency format English (United Kingdom)




The second step was to select the location to install Windows 11. This was done in the
unallocated space ‘Disk 0’ which has a total size of 40 GB.

4 Windows 11 Setup

Select location to install Windows 11

Load Driver ol Bring Disk Online

+ Create Partition

Total Size Free Space Type
Disk 0 Unallocated Space 40.0 GB 40.0 GB Unazllocated Space

1, Windows 11 can't be installed on this drive. (Show details)

Y Microsoft Suppaort Legal

The final step in the installation process was to click the ‘install’ button.

=4 Windows 11 Setup

Ready to install
You wen't be able te use your PC during installation. Save and close your files before you begin.

To recap, you've chosen to

v Install Windows 11 Pro
v Keep nothing

Note: Certain apps and features may have additional requirements above the Windows 11 minimum system
requirements. Some features from previous versions of Windows aren't available in Windows 11

B8 Microsoft Support Leqal




3. Initial Configuration

Once the Windows 11 OS had been installed, the next step was to complete the out-of-
box settings, including setting the region and keyboard layout.

E Windows 11 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

Is this the right country or
region?

United Kingdom

Afghanistan

Aland Islands

Albania

B Windows 11 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

™

Is this the right keyboard
layout or input method?

If you also use another keyboard layout, you can
add that next.

United Kingdom

Canadian Multilingual Standard

Colemak
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In addition to this, the user account had also been added using the Microsoft account
and the password was entered.

B windows 11 [Running] - Oracle VirtualBox — Od X

Let's add your Microsoft
account
) : .
e B® Microsoft
a ﬁ Sign in |

- '™ mirzad5@hotmail.co.uk X

o i

No account? Create one!

ﬁ . Sign-in options

‘When you sign in, we'll make info saved to your account available acrc
Microsoft products so important things like your calendar info, favouri
contacts, passwerds, browsing history, and recommended files are rigl
where you need them. Learn more

Choesina Next means that vou aaree to the Microsoft Services

Learn More @axt

% Windows 11 [Running] - Oracle VirtualBox — O X

Let's add your Microsoft
account

A & mirzad5@hotmail.co.uk

e Enter password

a ﬁ ooooooooooooooo| Q
- oo Forgot password?
"‘ Email code to si*****@yahoo.co.uk



4. Desktop & System Verification

The desktop and system verification confirms the installation was successful and the
user can access the graphical user interface (GUI), including the start menu and pinned
applications.

ﬁ Windows 11 [Running] - Oracle VirtualBox = 1] X

File Machine View Input Devices Help

1 new notification (Do not disturb on)

B Qe 282 DD® oo &

ﬁ Windows 11 [Running] - Oracle VirtualBox = a X

File Machine View Input Devices Help

Raayels i Q bearch for apps, settings, and documents

Pinned Al S
& @ & | )

Outlook Microsoft Store Settings

% @@ & =

Solitaire & Paint Linkedin Calculator Notepad
Casual Games

%

Snipping Tool File Explorer

Recommended

s Asghar Mirza




The system information can be viewed in the settings application. This can be achieved
through clicking System > About to view information about the operating system
specifications. This confirms that OS edition installed was Windows 11 Pro version
25H2. Additionally, this also reveals the OS build and the date installed.

% Windows 11 [Running] - Oracle VirtualBox = O X
— 3
& Settings Q_ Find a setting . x
e Asghar Mirza System > About
0 mirza45@hotmail.co.uk
| | | : e -
mm  Windows specifications Copy ~
% Home
Edition
. R Windows 11 Pro
B Bluetooth & devices SR
25H2
¥ Network & internet Installed on
. 14/01/2026
/ Personalisation
OS build
& Apps 26200.6584
Experience
: Accounts ; .
Windows Feature Experience Pack 1000.26100.234.0
P Time & language Microsoft Services Agreement
Microsoft Software Licence Terms
& Gaming .




5. Post-Installation Configuration

Through navigating the Settings application and clicking on ‘Windows Update’ this
shows the update history and whether there is any update available to install. This
confirms that the OS is up to date and will continue to check for newer updates.

& Windows 11 [Running] - Oracle VirtualBox — O x
— )
& Settings Q. Find a setting . x
¥ Asghar Mirza Windows Update

mirza45@hotmail.co.uk

—_ ey m You're up to date
. We'll continue to check daily for Check for updates
e Bluetooth & devices U newer updates.
W Network & internet .
More options
/ Personalisation
Get the latest updates as soon as they're
A available —
‘ Pps Q Be among the first to get the latest non-security off '\._
® updates, fixes, and improvements as they roll out.
w» Accounts Learn more
‘._, Time & language
U U Pause updates Pause for 1 week v
9 Gaming
K Accessibility
@ Update history >
W) Privacy & security v
| @ Windows Update o Advanced options

%8  Delivery optimisation, optional updates, active hours, other update >

et




Furthermore, through clicking on the Device Manager application shows whether the
device drivers for all hardware have been installed correctly. If a device driver has not
been installed correctly installed, then a yellow warning icon is displayed next to the
hardware component. Since there are no warning icons showing this confirms that all
drivers have been installed correctly.

B Windows 11 [Running] - Oracle VirtualBox = O X
& Device Manager - u] X

File Action View Help

e T HE = 2

v % DESKTOP-80KM08B
v Iy Audio inputs and outputs
'-_1 Microphone (High Definition Audio Device)
I Speakers (High Definition Audio Device)
v 0y Audio Processing Objects (APOs)
i Voice Clarity S
E‘ Batteries
43 Microsoft AC Adapter
@ Microsoft ACPI-Compliant Control Method Battery
=] Computer
[0 ACPI x64-based PC
B innotek GmbH VirtualBox
- Disk drives
== VBOX HARDDISK
v Display adaptors
¥ Microsoft Basic Display Adapter
w= DVD/CD-ROM drives
== VBOX CD-ROM
v @y Human Interface Devices
¥ USB Input Device
== |DE ATA/ATAPI controllers
*® Standard SATA AHCI Controller
— Keyboards
— Standard PS/2 Keyboard
v @ Mice and other pointing devices

<

4

<

<

<

<

M HID-compliant mouse

Additional user accounts can be viewed by accessing Accounts > Other Users in the
settings application. This shows that another local user account called John Smith has
been created.

B Windows 11 [Running] - Oracle VirtualBox = O X
& Settings Q  Find a setting B o X
9 Asghar Mirza Accounts > Other Users

“ mirza45@hotmail.co.uk
Other users
% Home
Add other user Add account

@ system
e Bluetooth & devices & JohnSmith o

Local account

W Network & internet
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6. Security & Troubleshooting Evidence

The Windows Security dashboard shows the systems security configuration and
protection status, including virus and threat protection, firewall and network protection
and device security. It is important to ensure the operating system security has been
correctly configured to protect against malicious threats. This confirms there are no
further actions required to secure the device.

% Windows 11 [Running] - Oracle VirtualBox = (] X

Windows Security - o *

Security at a glance

| @ See what's happening with the security and health of your device
and take any actions needed.
o
(=)
() ((
] , , : .
Virus & threat pr%ecnon Account protection Firewall & network
No action needed. No action needed. protection
No action needed.
P
o N
App & browser control Device security Device performance &
No action needed. View status and manage health
No action needed.
@
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The Event Viewer is a tool that records system, security and application events and can
be used to troubleshoot issues through filtering logs for errors, warnings and critical
events. The Event Viewer has been filtered to show recent events and no error, critical or
warning events have appeared in the system log.

%

{4 Event Viewer = u] X
File Action View Help

a= 75 BE

18] Event Viewer (Local) System  Number of events: 368 (1) New events available Actions
7 Custom Views -
v [& Windows Logs Lgvel Date and Time Source Event ID Task Ca.. System
] Application i JInformation  14/01/2026 14:40:30 Kernel-.. 16 None I i~ Open Saved ..
i Security i) Information 14/01/2026 14:40:19 Windo.. 44 Windo.. ¥ Create Custo..
£ setup i)Information  14/01/2026 14:40:19 Windo.. 44 Windo..
£ = Import Cust..
.—| System I ! Information 14/01/2026 14:40:14 Windo... 44 Windo..
£] Forwarded Events i)Information  14/01/2026 1440:14 Windo.. 44 Windo.. Clear Log--
Applications and Services Loc| | (i) Information ~ 14/01/2026 14:40:14 Windo.. 44 Windo.. ¥ Filter Curren..
Subscriptions 3] i A0 "
P ! Infarmation 14/01/2026 14:40:14 Windo... 44 Windo. Properties
i | Information 14/01/2026 14:39:02 Kernel-... 16 None Find
i)Information  14/01/2026 14:38:553 Kernel-.. 16 None TE FInc.
i)information  14/01/2026 14:27:53 Kernel-.. 16 None Il SaveAll Eve.
i ) Information 14/01/2026 14:26:35 Windo.. 19 Windo.. Attach a Tas...
i) Information 14/01/2026 14:26:34 Windo... 43 Windo.. )
= View »

In addition to this, the sfc /scannow is command that was entered in Powershell that
can be used scan for and repair corrupted, changed or damaged system files and
replace them with the correct version to resolve system instability issues. Once the
command had been executed this revealed that there were no corrupted or damaged
system files.

B

Fo i _ > of - __._L...i

EN Administrator: Windows PowerShell — O X
1

Shell for new features and improvements! https .ms /PSWindows
tem32> sfc /scannow
scan. This process will take some time.

on phase of system scan.
complete.

e Pr ction did not find any integrity violations.
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7. Recovery & Validation

The Advanced Startup menu can be used to troubleshoot and repair Windows with
options including system restore, start-up repair and safe mode. It can be accessed
through navigating to the ‘Settings’ and clicking on System > Recovery and selecting
‘Advanced Startup’. This restarts the system and loads the Advanced Startup menu.

.
=

g Windows 11 [Running] - Oracle VirtualBox = O X

File Machine View Input Devices Help

Start-up Repair Uninstall Updates
Fix problems that keep Windows from Remowve recently installed quality or
loading feature updates from Windows

Start-up Settings UEFI Firmware Settings
Change Windows' start-up behaviour Change settings in your PC's UEFI
firmware

Command Prompt System Restore
Use the Command Prompt for point recorded on your
advanced troubleshooting d ore Windows

See more recovery options

RQokN@ys EHEREG®rtc |
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