Active Directory — Creating and Managing
User Accounts, Passwords and Group
Policies

Lab Overview

The purpose of this lab is to create and manage user accounts, passwords and group
policies for SOA Enterprises within Active Directory. SOA Enterprises is small to medium
sized business with between 30-40 employees. Its users frequently call to report issues
with login, passwords and access requests. As a Tier 1 Helpdesk Technician supporting
users at SOA Enterprise, it is important to resolve these issues using Active Directory to
allow employees to access their user accounts and other resources. Some of the tasks
performed will include:

e Creating and managing AD user accounts

e Resetting and unlocking user accounts

e Enabling/disabling accounts

e Managing group membership

e Troubleshooting common login issues

e Understanding basic AD organisational structure

Lab Environment Requirements

Required Machines

e Windows Server 2022
e Active Directory Domain Services installed.
e Domain Name example: SOA Enterprises

Tools

e Active Directory Users and Computers (ADUC)
e Domain Admin credentials



1. Installing Active Directory Domain services on Windows Server

Step 1) Open the Server Manager application and select ‘Add Roles and Features’ under
the Manage tab.
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Step 2) Select ‘Role-based or feature-based installation’ for installation type. This
configures the server by adding roles, features and services and click ‘Next.
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Step 3) Select the destination server from the server pool on which to install the roles
and features.
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Step 4) Select ‘Active Directory Domain Services’ for server roles to ensure that the
Active Directory role has been installed on the server. Add the services and features that
are required for the Active Directory Domain Services role.
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Before You Begin Select one or more roles to install on the selected server.
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Step 5) Confirm the selected roles and services and click ‘install’. This will restart the

destination server.
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Step 6) Click on ‘Promote this server to a domain controller’ under Post-deployment
Configuration. This will create the domain controller from the destination server.
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Step 7) Select ‘Add a new forest’ under deployment configuration and the root domain
name as ‘SOAEnterprises.com’. This promotes the server to the first domain controller
and creates the first domain and forest root.
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Step 8) Enter the password for Directory Services Restore Mode (DSRM) under domain
controller options.
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Step 9) Click the ‘install’ button to start the installation once the pre-requisite check
has been completed.
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Step 10) Through navigating to the Server Manager dashboard, this confirms that Active
Directory Domain Services has been installed and the destination server has been
promoted to domain controlled.
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Expected Outcome:

The Active Directory Domain Services role has been installed on the server, and the
server has been promoted to domain controller. The first domain and forest have been
created for SOA Enterprises.



2. Exploring Active Directory Structure

Step 1) Open Server Manager and click ‘Active Directory Users and Computers’ under
the tools tab.
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Step 2) Expand the domain ‘SOAEnterprises.com’ to view the default containers. There
are multiple containers within the domain, including computers, domain controllers,
managed service accounts and users.
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Step 3) The domain controllers container shows one domain controller which is the
server that was recently promoted.
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Step 4) The users container shows all the default users that were created and their
assigned groups.
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Expected Outcome:

The Active Directory Users and Computers tab has been successfully explored and can
understand where information about users, computers and domain controllers can be
located.



3. Creating Organisational Units within a Domain

SOA Enterprises wants to organise their users by departments. For this exercise, the
organisational units will be created for three departments, including IT, HR and
Marketing.

Step 1) Navigate to Active Directory Users and Computers and right-click on the
‘SOAEnterprise.com’ domain and select ‘New > Organisational Unit.
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Step 2) Enter the name of the Organisational Unit as ‘IT’ and click the ‘OK.” Repeat this
step for the HR and Marketing departments.
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Step 3) The organizational units have been created for IT, HR and Marketing
departments and can be viewed in the SOA Enterprises domain.
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Expected Outcome:

The organizational units have successfully been created for the IT, HR and Marketing
departments. This creates a clean organizational unit structure for user management.



4. Creating a New User Account

A new employee, Sarah has joined the marketing department within SOA Enterprises.
This exercise will demonstrate how to create a new user account within the marketing
organizational unit.

Step 1) Right-click on the ‘Marketing’ organisational unit and select ‘New > User.
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Step 2) Enter the following details for the new user and click ‘next’:

e First name: Sarah
e |ast name: Matthews
e Username: smatthews

Mew Object - User et
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First name: ‘ Sarah | Initials: I:I
|
|

Last name: ‘Maﬁhews

Full name: ‘ Sarah Matthews

User logon name:
‘smaﬁhewsl ‘ @50 MErtemrises.com w

User logon name {pre-Windows 2000):
‘SOAENTEHPHISES\ ‘ |smatthews

< Back Mext = Cancel

Step 3) Create a password for the new user and check ‘User must change password at
next logon.’ This allows the user to change their password once logged in.
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User must change password at next logon
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Step 4) This confirms that a new user, Sarah Mattthews has been created and added to
the Marketing department.
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Expected Outcome:

The user account for the new employee has been successfully created and added to the
marketing department.

5. Resetting a User’s Password

An employee from the marketing department, Sarah Mattehews has submitted a
support request to the helpdesk to reset her password. This exercise will demonstrate
how to reset a users' password within Active Directory.

Step 1) Right-click on ‘smatthews’ and select ‘Reset Password’ under the ‘All Tasks’
option.
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Step 2) Set a temporary password and Check ‘User must change password at next
logon.
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o The password for Sarah Matthews has been changed.

An email was sent to Sarah Matthews following the password reset to notify her of the
temporary password.

Expected Outcome:

The user’s password was successfully reset in Active Directory, and the user is able to
login and reset the password.



6. Unlocking a Locked Account

An employee from the HR department, Melissa Collins has entered the incorrect
password too many times and has been locked out of their user account. This exercise
will show how to unlock a user’s account.

Step 1) Right-click on ‘mcollins’ and select ‘Properties.
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Opens the properties dialog box for the current selection.

Step 2) In properties select the ‘Account’ tab and check ‘Unlock Account’ and click ‘OK.
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Expected Outcome:

Melissa Collins was able to login into her user account and change her password at the
next logon.

7. Disable and Enable a User Account

An employee from the IT department, Martin Graham retires from SOA Enterprises and
would need his user account disabled. This exercise will show to disable and enable
user accounts from Active Directory.

Step 1) Right-click on ‘Martin Graham’ and select ‘Disable Account.
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Jisables the account for the current selection.

Step 2) The icon next to the user’s name ‘Martin Graham’ has changed to indicate the
account has been disabled.
] Active Directory Users and Computers = O X
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Step 3) To enable the user account after disabling it, right click on the user and select
‘Enable Account.

] Active Directory Users and Computers - O X
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e i@ 48 XEoR BmTeETER

: Active Directory Users and Com|| pame Type Description
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Changes the account state (enabled/disabled) for the current selection.

Step 4) The user has been enabled once again, and the icon has been changed.
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v # SQAEnterprlses.com & Martin Grah... User

| Builtin

| Computers

2| Domain Controllers

| ForeignSecurityPrincipaly
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Expected Outcome:

The user account ‘Martin Graham’ was successfully disabled and re-enabled.



8. Group Membership Management

An employee from the HR department, Melissa Collins needs access to the IT shared
folder. For this exercise, a security group called IT-users will be created and Melissa
Collins will be added to the group.

Step 1) Right-click on ‘SOAEnterprises’ and select ‘group’ under the ‘New’ option.
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Step 2) Create a new group called ‘IT-users’ and select ‘Security’ as the group type and
‘Global’ as the group scope.
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Group name (pre-Windows 2000):

| IT-users |
ErrrreTae Errsiss ontainer for ma...
Domain local Securi .
O ® ty ontainer for up...
(@) Global () Distribution
() Universal




Step 3) Right-click on ‘Melissa Collins’ and select ‘Add to a group.’

] Active Directory Users and Computers - O b
File Action View Help

e | FE B XEBEZIBHRIAaETER

] Active Directory Users and Com || Mame

|| Saved Queries
~ 3 SOAEnterprises.com Copy...

Builtin | o
group...
Computers Disable Account

Type Description

Domain Controllers

ForeignSecurityPrincipal: Be=ctBamuonly

CECEEDEDD

HR Move...
T Open Home Page
Managed Service Accour Send Mail
Marketing
Users All Tasks »
Cut
Delete
Rename
Properties
Help

Step 4) Select the IT-users group by entering the group name into object names and
click ‘OK.

Active Directory U

and Computers

Select Groups X

| Select this object type:
|Gro|.|p5 or Built4n security principals | Object Types...

From this location:

|SOAEr1terprises.com | Locations...

Enter the object names to select (gxamples):
[Tusers Check Names

Advanced... Iil Cancel

| lears I

B Active Directon ]
File Action View Help

e’ pE 48 XEc HREPaETa%
] Active Directory Users and Com|| Name

] Saved Queries
~ 3 SOAEnterprises.com

Type Description
& Melissa Colli... User

] Builtin

| Computers

2] Dorain Controllers

|| ForeignSecurityPrincipal:

@] HR

Q: m Active Directory Domain Services X
] Managed Service Accour

(2] Marketing

] Users

o The Add to Group operation was successfully completed.




Step 5) Verify the user account has been added to the group by right clicking on Melissa
Collins and selecting ‘Properties.’ Click on the ‘Member of’ tab to display the groups that
the useris a member of. This confirms that the user account has been added to the IT-
users group.

= ) suters — O
File Action View Help Melissa Collins Properties ? *
& $ | # | J{ a | * [ Remote contral Remote Desktop Services Profile COM+
™ Active Directory Users and Com General Address Account Profile Telephones Organization
S T Saved Queries Member OFf Dial4n Environment Sessions
- S(_]AEnterprises.com Member of-

_| Builtin

= Computers Name Active Directory Domain Services Folder

57 Domain Controllers Domain Users SOAEnterprises.coms/Users

| ForeignSecurityPrincipal: E SOAEnterprises.com

3| HR

3] IT

~| Managed Service Accour

o Marketing

| Users

Add... Remove
Primary group: Domain Users
. There iz no need to change Primary group unless
Set Primary Group you have Macintosh clients or POSI¥-compliant
applications.

£ >

Cancel Apply Help

Expected Outcome:

The user account ‘Melissa Collins’ inherits permissions for the IT-users group via group
membership.



9. Move Users between Organisational Units

An employee from the HR department, Melissa Collins has transferred to the IT

department. This exercise will show how to manage this change by moving users from
one organisation to another.

Step 1) Click on ‘Melissa Collins’ from the HR organisational unit to the IT organisational
unit.

File Action View Help
e i@ dB|IXEBEE2 HEI3eETE%
] Active Directory Users and Com

| Saved Queries
w3 SOAEnterprises.com

MName Type Description
& Melissa Colli... User

| Builtin

| Computers
2| Domain Contr

“| ForeignSecurity Active Directory Domain Services X
a| HR
=T Moving objects in Active Directory Domain Services can prevent your existing
= l % system from working the way it was designed. For example, moving an

| Managed Servi organizational unit (OU) can affect the way that group policies are applied to the
51 Marketing accounts within the OUL

- " i ject?

| Users Are you sure you want to move this object?

[¥ Don't show this warning while this snap-in is open.
es | Mo |

B

Step 2) Confirm that Melissa Collins is now part of the IT organisational unit.

] Active Directory Users and Computers - O *
File Action View Help
e | FE 4 BIXE E
: Active Directory Users and Com
| Saved Queries

~ 3 SOAEnterprises.com

~| Builtin

| Computers

BEEtaEvaa
MName Type Description
E) Kevin Smith  User

E, Martin Grah... User
E) Melissa Colli... User

2| Domain Controllers

_| ForeignSecurityPrincipal
2| HR

3] IT

“| Managed Service Accour
o Marketing

| Users

Expected Outcome:

The user account ‘Melissa Collins’ has moved from the HR to IT organisational unit and
is now managed under the correct department.



10.

Troubleshooting Login Issues

An employee, Kevin Smith from the IT department want to access the Domain
Controller but lacks the administrative privileges. This exercise will demonstrate how to
resolve this issue by adding Kevin Smith to the Domain Admins group.

Step 1) Right-click on ‘Kevin Smith’ and select 'Add to a group.’

| Active Directory Users and Computers

File Action View Help

*»2[F {0 XEEE Em L uaTa%

: Active Directory Users and Com|| pame Type Description
| Saved Queries &M
v [ SOAEnterprises.com 8) Martin Gr Copy...
| Builti
- Bun %Melissa C

| Computers

2| Domain Controllers

~| ForeignSecurityPrincipal:
2| HR

3] IT

| Managed Service Accour
o Marketing

| Users

Addtoa grou%.

Disable Accoun
Reset Password...
Move...

Open Home Page
Send Mail

All Tasks >

Cut
Delete

Rename
Properties

Help

Step 2) Select the Domain Admins group by entering the groups name into object name

and click ‘OK.

Select Groups

| Select this object type:

|Gmups or Buitt4n security principals

| Object Types...

From this location:

|SOP|Er1terprises.com

| Locations...

Enter the object names to select (examples):

Domain Admins

Advanced...

Check Names




Step 3) The user account ‘Kevin Smith’ from the IT department has successfully added
to the Domain Admins group and can access the domain controller.

= Ly

File Action View Help
e aHE 4B XEGZ HEI S RETER
: Active Directory Users and Com|| pame Type Description

= saved Queri.es & Kevin Smith ~ User
~ 3 SOAEnterprises.com E)Martin Grahn.  User

| Builti
- Burhn E)Melissa Colli... User
| Computers

2| Domain Controllers

| ForeignSecurityPrincipaly
HR

- m Active Directory Domain Services X
_| Managed Service Accour
2| Marketing

| Users

o The Add to Group operation was successfully completed.

The group membership for the Domain Admins group should be assigned carefully
and only to those with the necessary right and privileges to perform their job roles.



