
Active Directory – Creating and Managing 
User Accounts, Passwords and Group 
Policies 
 

Lab Overview 
The purpose of this lab is to create and manage user accounts, passwords and group 
policies for SOA Enterprises within Active Directory. SOA Enterprises is small to medium 
sized business with between 30-40 employees. Its users frequently call to report issues 
with login, passwords and access requests. As a Tier 1 Helpdesk Technician supporting 
users at SOA Enterprise, it is important to resolve these issues using Active Directory to 
allow employees to access their user accounts and other resources. Some of the tasks 
performed will include: 

• Creating and managing AD user accounts 
• Resetting and unlocking user accounts 
• Enabling/disabling accounts 
• Managing group membership 
• Troubleshooting common login issues 
• Understanding basic AD organisational structure 

 

Lab Environment Requirements 

Required Machines 

• Windows Server 2022 
• Active Directory Domain Services installed. 
• Domain Name example: SOA Enterprises 

Tools 

• Active Directory Users and Computers (ADUC) 
• Domain Admin credentials 

 

 

 



1. Installing Active Directory Domain services on Windows Server  
 

Step 1) Open the Server Manager application and select ‘Add Roles and Features’ under 
the Manage tab.  

 

 

Step 2) Select ‘Role-based or feature-based installation’ for installation type. This 
configures the server by adding roles, features and services and click ‘Next.’ 

 



Step 3) Select the destination server from the server pool on which to install the roles 
and features. 

 

 

Step 4) Select ‘Active Directory Domain Services’ for server roles to ensure that the 
Active Directory role has been installed on the server. Add the services and features that 
are required for the Active Directory Domain Services role. 

 



 

 

Step 5) Confirm the selected roles and services and click ‘install’. This will restart the 
destination server.  

 

 

 



Step 6) Click on ‘Promote this server to a domain controller’ under Post-deployment 
Configuration. This will create the domain controller from the destination server. 

 

 

Step 7) Select ‘Add a new forest’ under deployment configuration and the root domain 
name as ‘SOAEnterprises.com’. This promotes the server to the first domain controller 
and creates the first domain and forest root. 

 

 

 

 



Step 8) Enter the password for Directory Services Restore Mode (DSRM) under domain 
controller options. 

 

 

Step 9) Click the ‘install’ button to start the installation once the pre-requisite check 
has been completed. 

 



Step 10) Through navigating to the Server Manager dashboard, this confirms that Active 
Directory Domain Services has been installed and the destination server has been 
promoted to domain controlled. 

 

 

Expected Outcome: 

The Active Directory Domain Services role has been installed on the server, and the 
server has been promoted to domain controller. The first domain and forest have been 
created for SOA Enterprises. 

  



2. Exploring Active Directory Structure 
 

Step 1) Open Server Manager and click ‘Active Directory Users and Computers’ under 
the tools tab. 

 

 

Step 2) Expand the domain ‘SOAEnterprises.com’ to view the default containers. There 
are multiple containers within the domain, including computers, domain controllers, 
managed service accounts and users. 

 

  



Step 3) The domain controllers container shows one domain controller which is the 
server that was recently promoted.  

 

 

Step 4) The users container shows all the default users that were created and their 
assigned groups. 

 

 

Expected Outcome: 

The Active Directory Users and Computers tab has been successfully explored and can 
understand where information about users, computers and domain controllers can be 
located. 

  



3. Creating Organisational Units within a Domain 
 

SOA Enterprises wants to organise their users by departments. For this exercise, the 
organisational units will be created for three departments, including IT, HR and 
Marketing. 

Step 1) Navigate to Active Directory Users and Computers and right-click on the 
‘SOAEnterprise.com’ domain and select ‘New > Organisational Unit.’ 

 

 

Step 2) Enter the name of the Organisational Unit as ‘IT’ and click the ‘OK.’ Repeat this 
step for the HR and Marketing departments. 

 



Step 3) The organizational units have been created for IT, HR and Marketing 
departments and can be viewed in the SOA Enterprises domain. 

 

 

Expected Outcome: 

The organizational units have successfully been created for the IT, HR and Marketing 
departments. This creates a clean organizational unit structure for user management. 

  



4. Creating a New User Account 
 

A new employee, Sarah has joined the marketing department within SOA Enterprises. 
This exercise will demonstrate how to create a new user account within the marketing 
organizational unit. 

Step 1) Right-click on the ‘Marketing’ organisational unit and select ‘New > User.’  

 

 

 

 

 

 

 

 

 

 



Step 2) Enter the following details for the new user and click ‘next’: 

• First name: Sarah 
• Last name: Matthews 
• Username: smatthews 

 

 

Step 3) Create a password for the new user and check ‘User must change password at 
next logon.’ This allows the user to change their password once logged in. 

 

 



Step 4) This confirms that a new user, Sarah Mattthews has been created and added to 
the Marketing department. 

 

 

Expected Outcome: 

The user account for the new employee has been successfully created and added to the 
marketing department. 

 

5. Resetting a User’s Password 
An employee from the marketing department, Sarah Mattehews has submitted a 
support request to the helpdesk to reset her password. This exercise will demonstrate 
how to reset a users' password within Active Directory. 

Step 1) Right-click on ‘smatthews’ and select ‘Reset Password’ under the ‘All Tasks’ 
option. 

 



Step 2) Set a temporary password and Check ‘User must change password at next 
logon.’ 

 

 

An email was sent to Sarah Matthews following the password reset to notify her of the 
temporary password. 

Expected Outcome: 

The user’s password was successfully reset in Active Directory, and the user is able to 
login and reset the password. 

  



6. Unlocking a Locked Account 
An employee from the HR department, Melissa Collins has entered the incorrect 
password too many times and has been locked out of their user account. This exercise 
will show how to unlock a user’s account. 

Step 1) Right-click on ‘mcollins’ and select ‘Properties.’  

 

 

Step 2) In properties select the ‘Account’ tab and check ‘Unlock Account’ and click ‘OK.’ 

 



Expected Outcome: 

Melissa Collins was able to login into her user account and change her password at the 
next logon. 

 

7. Disable and Enable a User Account 
An employee from the IT department, Martin Graham retires from SOA Enterprises and 
would need his user account disabled. This exercise will show to disable and enable 
user accounts from Active Directory. 

Step 1) Right-click on ‘Martin Graham’ and select ‘Disable Account.’ 

 

 

Step 2) The icon next to the user’s name ‘Martin Graham’ has changed to indicate the 
account has been disabled. 

 

 

 



Step 3) To enable the user account after disabling it, right click on the user and select 
‘Enable Account.’ 

 

 

Step 4) The user has been enabled once again, and the icon has been changed. 

 

Expected Outcome: 

The user account ‘Martin Graham’ was successfully disabled and re-enabled. 



8. Group Membership Management 
An employee from the HR department, Melissa Collins needs access to the IT shared 
folder. For this exercise, a security group called IT-users will be created and Melissa 
Collins will be added to the group. 

Step 1) Right-click on ‘SOAEnterprises’ and select ‘group’ under the ‘New’ option. 

 

 

Step 2) Create a new group called ‘IT-users’ and select ‘Security’ as the group type and 
‘Global’ as the group scope. 

 

 



Step 3) Right-click on ‘Melissa Collins’ and select ‘Add to a group.’  

 

 

Step 4) Select the IT-users group by entering the group name into object names and 
click ‘OK.’ 

 

 



Step 5) Verify the user account has been added to the group by right clicking on Melissa 
Collins and selecting ‘Properties.’ Click on the ‘Member of’ tab to display the groups that 
the user is a member of. This confirms that the user account has been added to the IT-
users group. 

 

 

Expected Outcome: 

The user account ‘Melissa Collins’ inherits permissions for the IT-users group via group 
membership.  



9. Move Users between Organisational Units 
An employee from the HR department, Melissa Collins has transferred to the IT 
department. This exercise will show how to manage this change by moving users from 
one organisation to another. 

Step 1) Click on ‘Melissa Collins’ from the HR organisational unit to the IT organisational 
unit. 

 

 

Step 2) Confirm that Melissa Collins is now part of the IT organisational unit. 

 

 

Expected Outcome: 

The user account ‘Melissa Collins’ has moved from the HR to IT organisational unit and 
is now managed under the correct department. 

 

 



10. Troubleshooting Login Issues 
An employee, Kevin Smith from the IT department want to access the Domain 
Controller but lacks the administrative privileges. This exercise will demonstrate how to 
resolve this issue by adding Kevin Smith to the Domain Admins group. 

Step 1) Right-click on ‘Kevin Smith’ and select 'Add to a group.’ 

 

Step 2) Select the Domain Admins group by entering the groups name into object name 
and click ‘OK.’ 

 

 

 

 

 

 

 



Step 3) The user account ‘Kevin Smith’ from the IT department has successfully added 
to the Domain Admins group and can access the domain controller. 

 

The group membership for the Domain Admins group should be assigned carefully 
and only to those with the necessary right and privileges to perform their job roles.  

 


